Variable-length Subnet Masks


Introduction

The information in this article was gleaned from RFCs 1338, 1517, 1518, and 1519. Other related RFCs are 1797, 1812, 1878, and 2644. All of these are Proposed Standards. See the Internet Society’s RFC Editors’ web site at http://www.rfc-editor.org/index.html to download these RFCs and search for others.

The Problem

By 1992, it was obvious to many in the Internet community that two mounting problems had become critical:

1.  Exhaustion of the class B network address space. One fundamental cause of this problem was the lack of a network class of a size which is appropriate for mid-sized organizations. Class C, with a maximum of 254 host addresses, is too small, while class B, which allows up to 65,534 host addresses, is too large for most organizations. The InterNIC (now the ARIN and others) had been selling class B networks to organizations needing only a few thousand host addresses. Intelligent dissemination and use of the limited IP address space was sorely needed.

2.  Growth of routing tables in Internet routers beyond the ability of current software, hardware, and people to effectively manage.

The global Internet can be modeled as a collection of hosts interconnected via transmission and switching facilities. Control over this collection of hosts and the facilities that interconnect them is not homogeneous, but is distributed among multiple administrative authorities. Resources under control of a single administration form a routing domain. For the rest of this article, "domain" and “routing domain” will be synonymous. They are NOT the same as DNS domains.

A plan was developed by the IETF to slow the growth of routing tables and the rate of depletion of class B (and eventually class A) networks. This plan was called Classless Inter-domain Routing or CIDR. (Later, another totally different approach to solving these problems was developed, called Network Address Translation (NAT). Both are in use today and have succeeded in their purposes.)

Both were admittedly “stop gap” measures whose purpose was to buy time until a satisfactory long-term solution could be developed and deployed. (In early 1993, the developers of CIDR thought it would take three years to develop and deploy such a long-term solution.) This long-term solution is IPv6 (a.k.a. IPng).

The Solution

The CIDR plan required two things to happen:

1.  Class C network address ranges must be pre-allocated to the various continents (Europe, North and South America, and Pacific Rim) based on expected usage. Then, the InterNIC must allocate power-of-two blocks of contiguous Class C networks (supernets) to organizations needing more than 254 addresses, instead of wastefully allocating Class B networks. In case the Class C address space is depleted before the long-term solution mentioned above is deployed, the InterNIC must allocate Class A subnets, sized according to need. These are the administrative and procedural elements of CIDR.

2.  Router manufacturers must develop new logic within “border” routers (those using Border Gateway routing Protocol, BGP, and placed on the borders between routing domains) in order to handle: a) variable-length subnet mask routing, and b) aggregation of routes within their domain when building routing advertisements to neighboring domains. These are the two key technical elements of CIDR.

When an inter-domain border router performs route aggregation, it needs to know the range of the block of IP addresses to be aggregated for route advertisement.  The basic principle is that a border router should aggregate as much as possible but should not aggregate those routes which cannot be treated as part of a single unit due, for example, to multi-homing (a domain with two or more borders), organizations switching ISPs or NSPs, or other constraints.

Summary

In summary, CIDR contains both administrative and technical elements. One of the key technical elements is variable-length subnet mask (VLSM) technology. The developers of CIDR intended its first use to be the supernetting of contiguous power-of-two blocks of Class C network addresses. They foresaw its later use in subnetting Class A and B networks into varying sizes.

Postscript

The Microsoft Windows ® 2000 Server Resource Kit volume entitled, Internetworking Guide, in Chapter 3, “Unicast IP Routing”, page 84, states, “OSPF was designed to advertise the subnet mask with the network. OSPF supports variable-length subnet masks (VLSM), disjointed subnets, and supernetting.”

Furthermore, in Chapter 1, “Introduction to TCP/IP”, on page 41 of the Microsoft Windows ® 2000 Server Resource Kit volume entitled, TCP/IP Core Networking Guide, the authors state, “In order to support CIDR, routers must be able to exchange routing information in the form of [Network ID, Network Mask] pairs. RIP for IP version 2, OSPF, and BGPv4 are routing protocols that support CIDR. RIP for IP version 1 does not support CIDR.”

Examples

Below we give four examples of variable-length subnet masking. The first and simplest example represents the initial use of VLSM technology, according to the CIDR plan above. It is called supernetting and is discussed in Appendix B to the MOC 2153A text. The second example shows how an organization can take a network address (Class C in this example) and subnet it into variably-sized segments. The third example illustrates the subnetting of a class B address as an alternative to Class C supernetting. Finally, the fourth example depicts the hierarchical subnetting of a Class A network using VLSM, according to the spirit of RFC 1519. The developers of CIDR intended this technique to be used when Class C address space became exhausted on any given continent.
Example #1 – Class C Supernetting

Supernetting permits route aggregation, so that a border router can advertise fewer routes to outside domains than it actually contains. In opposition to subnetting, the host address portion of the IP address borrows bits from the network address portion. The number of Class C networks supernetted must be a power of two, e.g. 2, 4, 8, 16, etc.

A network service provider (NSP) named MOBY needs 4,500 host address with room for 75% growth. This amounts to a need for 7,875 (4,500 x 1.75) IP addresses. ARIN decides not to license MOBY a class B network address which is capable of 65,534 host addresses, as this would waste address space. Instead, ARIN sells MOBY the next higher power-of-two block of Class C addresses, computed as follows: INT(7875 / 254 + 0.5) = 31 = the number of Class C addresses required, so the next higher power-of-two number = 32. Thus, MOBY is assigned the following contiguous block of 32 Class C networks:

206.51.192.0

206.51.193.0

206.51.194.0

.

.

.

206.51.223.0

What is the subnet mask for this block? How do we write a CIDR notation expression for the entire block of 32 network addresses? There are at least two ways to find out.

Method 1 (brute force binary):

1. Scan down MOBY’s network addresses and find the leftmost octet whose value varies. This is the third octet, which ranges from (1100 0000 = 192) through (1101 1111 = 223).

2. Now, ask yourself, “How many bits are identical in all 32 network addresses?” Answer: “Only the first three bits are the same.”

3. Therefore, the subnet mask must mask network addresses up through the first three bits of the third octet: 1110 0000. In decimal this equals 128 + 64 + 32 = 224, giving us the subnet mask 255.255.224.0.

4. Since the number of ones in this subnet mask equals 8 + 8 + 3, or 19, the CIDR notation for MOBY’s entire block of 32 Class C network addresses is written as 206.51.192.0/19.
The second method is simpler.

Method 2 (mostly decimal):

1. Scan down MOBY’s network addresses and find the leftmost octet whose value varies. This is the third octet.

2. Simply note the number of networks in the block (32), and subtract this number from 256.

3. Put the result (256 – 32 = 224) into the third octet of the subnet mask: 255.255.224.0.

4. Knowing that 224 = 1110 0000, the number of ones in this subnet mask equals 8 + 8 + 3, or 19, which results in the CIDR notation, 206.51.192.0/19, representing MOBY’s entire block of 32 Class C network addresses.

MOBY’s border and internal routers will contain the following 32 routes in the usual class-based form:

CIDR  Destination

VLSM  NetworkAddress NetworkMask    Gateway     Interface    Metric

/24   206.51.192.0   255.255.255.0  ........... ...........    1

/24   206.51.193.0   255.255.255.0  ........... ...........    1

/24   206.51.194.0   255.255.255.0  ........... ...........    1


 ...

     ...

/24   206.51.223.0   255.255.255.0  ........... ...........    1

However, when MOBY’s border router advertises its internal routes to the backbone domain to which it is connected, it will aggregate these 32 routes into a single CIDR route, namely:

CIDR  Destination

VLSM  NetworkAddress NetworkMask    Gateway     Interface    Metric

/19   206.51.192.0   255.255.224.0  ........... ...........    2

The result of this technique is to conserve the class B address space and reduce the size of route tables in backbone and transit routing domain routers.

Example #2 – Class C Subnetting

Consider a subnetting example that takes an assigned Class C network address of 192.168.1.0/24 and subnets it for use in a leaf network (one at the bottom of the Internet hierarchy, e.g. a multi-story building on a campus). The variable-length subnet masking technique employed in supernetting can also be exploited for subnetting in a way possibly not envisioned by the developers of CIDR. The table below shows all possible VLSM configurations when subnetting a Class C network address. From left to right, the table columns show:
1) CIDR VLSM notation,

2) First two columns of the corresponding route table entries,

3) Bit(s) of the fourth octet belonging to the Destination Network Address, and

4) Resulting useable host address range.
CIDR  Destination                    NetworkAddress  Useable
VLSM  NetworkAddress Network Mask    BitsIn4thOctet  HostAddressRange

/25   192.168.1.0    255.255.255.128    0... ....    192.168.1.1-126

/26   192.168.1.128  255.255.255.192    10.. ....    192.168.1.129-190

/27   192.168.1.192  255.255.255.224    110. ....    192.168.1.193-222

/28   192.168.1.224  255.255.255.240    1110 ....    192.168.1.225-238

/29   192.168.1.240  255.255.255.248    1111 0...    192.168.1.241-246

/30   192.168.1.248  255.255.255.252    1111 10..    192.168.1.249-250

/31   192.168.1.252  255.255.255.254    1111 110.    none available

/32   invalid (no host address bits)                 none
Note the exponential rate of decrease in the number of useable host addresses as we proceed down the table, i.e. as the VLSM increases. The graphic below shows the relationship between useable host addresses and the VLSM as we shift more and more bits to the network address.

<----Number of useable host addresses---->
                       126                                62                 30        14     6   2 0
|------------------------------|---------------|--------|----|--|-||

                       25                                 26                 27        28    29  30 31
<----Number of ones in the VLSM---->
Example #3 – Class B Subnetting

ABC Corp. wants to connect its computers to the Internet using untranslated public IP addressing. It has 4,500 TCP/IP hosts on its twelve-subnet site. It foresees 75% growth in host nodes and the need to add at least 2 more subnets over the next 3 years. We’ll assume that North America’s Class C address space is now exhausted and that ARIN decides to sell ABC Corp. the smallest portion of the Class B network address 162.16.128.0/17 necessary to satisfy ABC Corp.’s needs for the next three years.

Q1: Expressed in CIDR notation, how much Class B address space must ARIN sell ABC Corp? What range of theoretical host addresses will this space span?

A1: ABC Corp needs 4,500 host addresses with room for 75% growth. This amounts to a need for 7,875 (4,500 x 1.75) IP addresses. Remember that for CIDR to work, ARIN must assign contiguous power-of-two address space. Therefore, the next higher power-of-two number after 7,875 is 8,192 (213). Therefore, ARIN will sell ABC Corp 13 bits worth of address space beginning at 162.16.128.0. Noting that 32 - 13 = 19 bits, the CIDR notation for this address space is expressed as 162.16.128.0/19, and it spans the theoretical host address range, [162.16.128.0 – 162.16.159.255].
Q2: ABC Corp. will subnet the address space it purchases from ARIN for internal use on its twelve subnets. ABC Corp. requires that there be available up to 510 host addresses per subnet for growth, and the ability to add at least two more subnets. What are the IPv4 addresses of the twelve subnets that ABC Corp. will set up, expressed in CIDR notation, beginning with the network address 162.16.128.0? What is the range of theoretical host addresses that each subnet will span?

A2: Using the formula, 2N – 2 = 510 useable host addresses, we get 2N = 512, which implies that N = 9. Therefore, each subnet must be allocated 9 bits worth of IP address space. However, ABC Corp. bought 13 bits worth of address space. Therefore, that leaves four bits (13 – 9) of address space for the subnets. Noting that 24 = 16, and that CIDR-compliant routers allow the use of all subnet IDs, we have room for 16 subnets each with 510 host addresses. This gives ABC Corp. the required room for expansion, and then some. The subnet addresses, expressed in CIDR notation, and the corresponding host address ranges are shown in the following table:

	Subnet Number
	Subnet Address (CIDR)
	Starting theoretical host address
	Ending theoretical host address

	1
	162.16.128.0/23
	162.16.128.0
	162.16.129.255

	2
	162.16.130.0/23
	162.16.130.0
	162.16.131.255

	3
	162.16.132.0/23
	162.16.132.0
	162.16.133.255

	4
	162.16.134.0/23
	162.16.134.0
	162.16.135.255

	5
	162.16.136.0/23
	162.16.136.0
	162.16.137.255

	6
	162.16.138.0/23
	162.16.138.0
	162.16.139.255

	7
	162.16.140.0/23
	162.16.140.0
	162.16.141.255

	8
	162.16.142.0/23
	162.16.142.0
	162.16.143.255

	9
	162.16.144.0/23
	162.16.144.0
	162.16.145.255

	10
	162.16.146.0/23
	162.16.146.0
	162.16.147.255

	11
	162.16.148.0/23
	162.16.148.0
	162.16.149.255

	12
	162.16.150.0/23
	162.16.150.0
	162.16.151.255


To see how we arrived at the above answer, let’s take a closer look at ABC Corp.’s network address:

The first two octets are fixed at 162.16.
The crucial third octet is where all the action is taking place.

The fourth octet holds a portion of the host address and therefore varies from 0-255 within each subnet.

Now, let’s dissect the third octet to see what’s going on inside it:

ABC Corp.’s Third Octet:
	Network Address Value
(first 7 bits)
	These bits are constant in all ABC Corp. network addresses
(3 bits)
	
Subnet ID 
(4 bits)
	
Host ID
(1 bit)

	Bit Value
	128
	64
	32
	16
	8
	4
	2
	1

	128
	1
	0
	0
	0
	0
	0
	0
	0 – 1

	130
	1
	0
	0
	0
	0
	0
	1
	0 – 1

	132
	1
	0
	0
	0
	0
	1
	0
	0 – 1

	134
	1
	0
	0
	0
	0
	1
	1
	0 – 1

	136
	1
	0
	0
	0
	1
	0
	0
	0 – 1

	138
	1
	0
	0
	0
	1
	0
	1
	0 – 1

	140
	1
	0
	0
	0
	1
	1
	0
	0 – 1

	142
	1
	0
	0
	0
	1
	1
	1
	0 – 1

	144
	1
	0
	0
	1
	0
	0
	0
	0 – 1

	146
	1
	0
	0
	1
	0
	0
	1
	0 – 1

	148
	1
	0
	0
	1
	0
	1
	0
	0 – 1

	150
	1
	0
	0
	1
	0
	1
	1
	0 – 1


Example #4 – Class A Subnetting

Variable-length subnetting is used at the highest levels of administration when assigning portions of Class A or Class B addresses. Often these addresses are subnetted multiple times in a hierarchical fashion.

As an example, consider a network service provider (NSP), MOBY, who is allocated the 19-bit portion of address space denoted by 10.8.0.0/13. When we say “19-bit portion of address space”, we mean there are 19 bits in the host address. This leaves 32 - 19 = 13 bits in the network address: 8 bits in the first octet and 5 bits in the second. This means that the last 3 bits of the second octet belong to the host address, which results in a subnet mask of 255.248.0.0 (248 = 256 – 23). We will write this as (10.8.0.0, 255.248.0.0). This space is represented by all IP addresses which begin with the prefixes 10.8, 10.9, 10.10, 10.11, 10.12, 10.13, 10.14, and 10.15, and represents all addresses in the range 10.8.0.0 through 10.15.255.255.
Now, consider an Internet service provider (ISP) named DICK, who connects to MOBY and is allocated the 14-bit chunk of address space denoted by 10.10.64.0/18, which is equivalently written: (10.10.64.0, 255.255.192.0). This represents all addresses in the range 10.10.64.0 through 10.10.127.255.

Next, consider DICK’s corporate customer HERMAN, to whom DICK allocates the 11-bit chunk of address space denoted by 10.10.104.0/21, which is equivalent to writing (10.10.104.0, 255.255.248.0). This represents all addresses in the range 10.10.104.0 through 10.10.111.255.

Next, consider the R&D group named MELVILLE within the HERMAN Corporation, which consists of a LAN of subnets that are collectively allocated the 9-bit IP address space denoted by 10.10.108.0/23, which is equivalent to writing (10.10.108.0, 255.255.254.0). This represents all IP addresses in the range 10.10.108.0 through 10.10.109.255.

Finally, consider the FICTION department within the MELVILLE group. MELVILLE has allocated 7 bits of address space to FICTION denoted by 10.10.108.128/25, which is equivalent to writing (10.10.108.128, 255.255.255.128). This represents all IP addresses in the range 10.10.108.128 through 10.10.108.255.

Here is a textual diagram summarizing the above narrative:

MOBY (19): 10.8.0.0/13 - (10.8.0.0, 255.248.0.0)

  DICK (14): 10.10.64.0/18 - (10.10.64.0, 255.255.192.0)

    HERMAN (11): 10.10.104.0/21 - (10.10.104.0, 255.255.248.0)

      MELVILLE (9): 10.10.108.0/23 - (10.10.108.0, 255.255.254.0)

         FICTION (7): 10.10.108.128/25 - (10.10.108.128, 255.255.255.128)
Finally, here is a table detailing the above narrative:
	Network Name
	Address
Space
	Network Address
(CIDR)
	
Subnet Mask
	Starting theoretical
host address
	Ending theoretical
host address

	MOBY
	19 bits
	10.8.0.0/13
	255.248.0.0
	10.8.0.0
	10.15.255.255

	DICK
	14 bits
	10.10.64.0/18
	255.255.192.0
	10.10.64.0
	10.10.127.255

	HERMAN
	11 bits
	10.10.104.0/21
	255.255.248.0
	10.10.104.0
	10.10.111.255

	MELVILLE
	9 bits
	10.10.108.0/23
	255.255.254.0
	10.10.108.0
	10.10.109.255

	FICTION
	7 bits
	10.10.108.128/25
	255.255.255.128
	10.10.108.128
	10.10.108.255
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